ZeroDay

TYCOON

Security is getting boring,
| made a game to get fun back

(and work less)

Grehack 2026
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Start as a broke bug hunter
Ipentester in your bedroom ,/
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@ Bug Bounty X

Start as a broke bug hunter — .
/Ipentester in your bedroom

I A Active missions 9 missions running
X O Omniverse Platforms
Private - Hard

’ - © DNS Review
ol

£ -
¢ a Dirk-jan Molasses Kevin Bisous

' Ned Williamsburg  +1

5 bugs found - 5 being processed

Details Pause Stop

GridWorks Energy
Hard

" Reverse Engineering

a Pedram Amino Azalea Markstetter

Nicolas Gregorian  +1

9 bugs found - 7 being processed

Details Pause Stop



A DNS reply received over UDP has the TC (truncated) flag set. What
should a resolver normally do?

A Retrythe query over TCP

B Acceptthe partial answer as complete

C Repeatover UDP with the same size limit indefinitely



Playing but learning

A DNS reply received over UDP has the TC (truncated) flag set. What
should a resolver normally do?

A Retrythe query over TCP

B Acceptthe partial answer as complete

C Repeat over UDP with the same size limit indefinitely



# YesWeHackMaybe - PetGram New Program
The Forgotten Admin Portal

Y

“This report is a duplicate of an internal issue created in 2017.”




“We need to talk
about scope.”

OUT OF SCOPE
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Hire your employees

=

Rémi Gascogne
@podalyrius

~

Plinius the Younger
@younger_plinius

'

Kevin Bisous

@kevin_bisous

Troy Haunt

@haveibeenhaunted

—_—

Tom Munchmunch

@tomnomnomnom

S—

Mikko Hippoénen
@mikkohip

=

Fabian Fizzler

@liveunderflow

~

Tavish Normandy

@travisso



Garage Workshop




Office Wing




Research Lab Wing
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Campus




Hacker Academy




Global SOC




Threat Intel Tower




ZeroDayCon Arena




Startup Incubator
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" Pentest >
17

Available In progress Deliverie:

Active missions 17 missions run

(
- QuantumLeap Al
Red team - Hard - @ 2h left

ﬂ Bunny Hwang ™ Deviant Ollama

Estimated fee: $740k

1/4 findings prepared 2°F
L ]
Details Pause Delive

Omniverse Platforms
Retest - Hard - @ 2d 23h left

a Noel Marmalade Jorian Wolfjar

> i Estimated fee: $97.5k
X $135k e 0/0 findings prepared C
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s login is... creative. ] § S TN MRS~ ] " \ g v = T .y Details Pause Delive
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YJZ OmniHealth
Retest - Hard - @ 3d 5h left

' Michat Zaleweasel . Ned Williamsburg

Estimated fee: $255k

3 p 0/0 findings prepared C
Swapping the user ID...

Y . i s Details Pause Delivet
Any minute now...
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I $135k . - QuantumLeap Al

Retest - Hard - @ 3d 5h left
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& Cyber Café
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149 homes - tap one to visit
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Cyber coffee




Well well well

Q\,_P’ Café leaderboard

P

Q\

RANK

#a

#5

2, Packet Snake a

ALL-TIME BOARD
Packet Snake

®, Bug Bash 5

Eat packets, grow, never bite your own tail: 12 minutes on the clock.

PLAYER

@09 0O

Syzik
@syzik

ahkeur
@ahkeur

Perce
@perce

Shai
@shai

Zied
@alkbron

Your best score stays
Beat it to climb the all-time ranking.

& Darts 5

LEADING SCORE

2,631

5 players ranked
SCORE

2,631 pts

1,720 pts

360 pts

280 ;s

260 pts



Well

‘W café leaderboard

AAAAAAAAAAAAA

well well

™ BugBash 5 « Darts 5
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@ Your best score stays

@perce [17/0ct/2026:13:17:17 +0000] - 200 200 - POST https zeroday-tycoon.com
"/api/cafe/games/start" [Client XXX.XX] [Length 182] [Gzip -] [Sent-to XXX.XX]
"curl/8.22.0" "-"

@perce [17/0ct/2026:13:17:39 +0000] - 200 200 - POST https zeroday-tycoon.com
"/api/cafe/scores"™ [Client XXX.XX] [Length 3513] [Gzip -] [Sent-to XXX.XX]
"curl/8.22.0" "-"

@syzik [17/0ct/2026:13:42:16 +0000] - 200 200 - POST https zeroday-tycoon.com
"/api/cafe/games/start" [Client XXX.XX] [Length 181] [Gzip -] [Sent-to XXX.XX]
"curl/8.22.0" "https://zeroday-tycoon.com/"

@syzik [17/0ct/2026:13:49:28 +0000] - 403 403 - POST https zeroday-tycoon.com
"/api/cafe/scores" [Client XXX.XX] [Length 95] [Gzip -] [Sent-to XXX.XX] "curl/8.22.0"
"https://zeroday-tycoon.com/"

@syzik [17/0ct/2026:13:49:37 +0000] - 403 403 - POST https zeroday-tycoon.com
"/api/cafe/scores" [Client XXX.XX] [Length 107] [Gzip -] [Sent-to XXX.XX]
"curl/8.22.0" "https://zeroday-tycoon.com/"

@syzik [17/0ct/2026:13:50:45 +0000] - 403 403 - POST https zeroday-tycoon.com
"/api/cafe/scores" [Client XXX.XX] [Length 95] [Gzip -] [Sent-to XXX.XX] "curl/8.22.0"
"https://zeroday-tycoon.com/"

@syzik [17/0ct/2026:14:02:00 +0000] - 413 413 - POST https zeroday-tycoon.com
"/api/cafe/scores" [Client XXX.XX] [Length 79] [Gzip -] [Sent-to XXX.XX] "curl/8.22.0"
"https://zeroday-tycoon.com/"

@syzik [17/0ct/2026:14:05:07 +0000] - 200 200 - POST https zeroday-tycoon.com
"/api/cafe/scores" [Client XXX.XX] [Length 3515] [Gzip -] [Sent-to XXX.XX]

"curl/8.22.0" "https://zeroday-tycoon.com/"



Well well well 2

Geluchat
Flemme le jeu avance plus sur le denrier palier*”®

+ j'ai hack le jeu, je suis un vrai hacker

@1 ®




Well well well 2

AHTI-GI@




Well well well 2

Geluchat

@Hippie j'ai fais un f5 ca m'a tout reset @



Well well well 2

Geluchat
Ouai mais ca a pas rollback, ca m'a litteralement tué et j'ai du recommencer a refaire

un profil etc

2/ &

jeu de merde




Well well well 2

Geluchat
Ouai mais ca a pas rollback, ca m'a litteralement tué et j'ai du recommencer a refaire

un profil etc

2/ &

jeu de merde




Well well well 2
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Player
@penthium2
@tanguy85
@icare1337
@boringthegod
@seimu
@tahiti
@t1nquen
@pO0dalirius
@bipboup

@syzik

Company

PCP

tanguy85 Security

lcare

Les Pires Hat
BetterThanIRL
tamAlgotchi
Rabbit Owl
Podalirius Labs
boupbip

CTSecure

Score

577,802,273
527,960,805
513,512,821
481,908,208
434,996,964
411,150,635
314,323,684
277,023,858
273,551,222

258,055,385

Active time

340 h 27 m

325h 13 m

343 h 37 m

435h41m

454 h46 m

274 h 51 m

193 h29m

181 h52m

132h45m

227 h12m




Some stats

6,650 h ~ 190

of active game time five-day pentests

7 h/day x5 days =35 h
€800/day x 5 days = €4,000



Some stats

6,650 h ~ 190

of active game time five-day pentests

7 h/day x5 days =35 h
€800/day x 5 days = €4,000

~€760,000
In hypothetical billable work @



The France Travail Chomage Award

@seimu

BetterThanlRL

455 h 14 m

Almost 19 full days of active game time.




What’s next ? To the mooooooooon
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Thanks

zeroday-tycoon.com
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